13 Temmuz 2014 tarihinde Resmi Gazete’de yayimlanarak
ylrlrlige giren Elektronik Haberlesme Sektoriinde Sebeke ve
Bilgi Givenligi Yonetmeligi (“Yénetmelik”) ile 20 Temmuz 2008
tarihli ve 26942 sayili Resmi Gazete’de yayimlanan Elektronik
Haberlesme Guvenligi Yonetmeligi yurirlikten kaldiriimistir.
Yonetmelik ile sebeke ve bilgi guvenliginin saglanmasina yonelik
olarak yetkilendirme gergevesinde elektronik haberlesme hizmeti
sunan velveya elektronik haberlesme sebekesi saglayan ve alt
yapisini igleten sirketlerin, bir bagka deyisle, isletmecilerin
uyacaklarl usul ve esaslar oldukca ayrintili bir sekilde ve
yurlrlikten  kalkan  yonetmelikten  farkli  bir  sekilde
dlzenlenmektedir. Bununla birlikte, Yonetmelik kisisel verilerin
islenmesi ve gizliliginin korunmasini kapsamamaktadir. Bilindigi
gibi, Kisisel Verilerin Korunmasi Kanunu henlz tasari
asamasinda olup yasalasmamistir.

Yonetmelik ile elektronik haberlesme sektdriinde &zellikle son
yillarda artis g6steren ve giderek daha biyik tehlike arz eden
siber saldiri ve zararli yazilimlarin dnlenmesi amaciyla isletmelere
yeni zorunluluklar getirildigi goriilmektedir. Bu gergevede, sebeke
ve bilgi givenliginin saglanmasinin yanisira tiiketici haklarinin
korunmasi, hizmet kalitesinin yiikseltiimesi ve guvenlik ile
kullanilabilirlik arasinda denge kurulmasi gibi ilkelerin de
gozetildigini sdylemek mimkinddr.

Yénetmelik ile diizenlenen 6nemli hususlar asagida dikkatinize
sunulmaktadir:

i. lIsletmecilerin Yiikiimliiliikleri: Yonetmelik ile isletmeciler
arasinda tabi olduklar yukimlllUkler bakimindan bir ayrim
yapilmaktadir. Buna gore, tlim isletmeciler Ydnetmelik
cercevesinde diizenlenen sebeke ve bilgi  guvenliginin
saglanmasina iliskin temel ylkimlaliklere uymak durumundadir.
Ancak, Yonetmelikte siralanan yetkilendirme tiplerine sahip
isletmecilerden yillik net satiglari Bilgi Teknolojileri ve iletigim
Kurulu (“Kurul”) Karari ile belirlenen deger ve U(zerinde olanlar
s6z konusu temel yiikimlltklerin yanisira Yonetmelik hiikimleri
kapsaminda cesitli ilave tedbirleri almakla da ylkimlGdur. Anilan
yetkilendirme tipleri sunlardir: a) altyapi isletmeciligi hizmeti; b)
cesitli  telekomlnikasyon hizmetleri (imtiyaz sézlesmesi); c)
GMPCS mobil telefon hizmeti; ¢) GSM/IMT-2000/UMTS (imtiyaz
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The Regulation on the Network and Data Security in the Electronic
Communication Sector (“the Regulation”) entered into force through
its publication in the Official Gazette on 13 July 2014 and replaced
the Regulation on Electronic Communication Security, which was
published in the Official Gazette numbered 26942 on 20 July 2008.
The Regulation diffentiates itself from the previous regulation in
many aspects and provides a far more detailed account of the
procedures and principles for network and data security that are to
be followed by electronic communication service providers and/or
those who provide electronic communication network and operate
electronic communication infrastructure, in other words, operators,
in accordance with their authorisations. That said, the Regulation
does not include personal data processing and protection. As is
known, the Law on the Protection of Personal Data remains to be a
draft bill until the Turkish Parliament passes it.

It is seen that the Regulation introduced a new set of obligations for
the operators in order to prevent cyber attacks and malicious
software that seem to have increased in number and the scope of
threat that they pose in the electronic communication sector. In this
respect, it might be added that in addition to ensuring network and
data security principles such as the protection of consumer,
improving service quality and maintaining a balance between
security and usability have also been taken into account.

Important matters included in the Regulation are summarised for
your information as follows:

i. Obligations of the Operators: The Regulation makes a
distinction between the operators in terms of the obligations that
they are subject to. Accordingly, all operators are obliged to fulfil the
basic requirements for network and data security as provided by the
Regulation. However, operators who are the bearer of certain
authorisation types as listed under the Regulation and whose net
annual sales are equal to and over the amount that is determined by
a Information and Communication Technologies Board (“Board”)
Decision are required to fulfil the additional obligations as well as the
basic requirements. The said authorisation types are as follows: a)
infrastructure operator service; b) various telecommunication
services (concession agreement); ¢) GMPCS mobile telephone
service; d) GSM/IMT-2000/UMTS (concession agreement); ) GSM



s6zlesmesi); d) hava tagitiarinda GSM 1800 mobil telefon hizmeti;
e) internet servis sadlayiciligi; f) sabit telefon hizmeti; g) sanal
mobil sebeke hizmeti; §) uydu haberlesme hizmeti; h) uydu ve
kablo tv hizmetleri (gérev s6zlesmesi).

ii.  Bilgi Giivenligi Yonetim Sistemi: Tim isletmecilerin tabi
oldugu temel yikimluliklerin basinda yetkilendirmelerine iligkin
tim hizmetleri ve kritik sistemleri kapsayici bir bilgi guvenligi
yonetim sistemi (‘BGYS”) kurulmasi gelmektedir. BGYS, bilginin
gizliligini, butunligunt ve erisilebilirligini saglamak Uzere sistemli,
kurallari koyulmus, planli, yonetilebilir, stirdurilebilir, dokiimante
edilmis, isletmecinin ybnetimi tarafindan kabul gérmls ve
uluslararasi givenlik standartlarinin temel alindigi faaliyetler
bitiininii ifade etmektedir. Isletmeci, BGYS'nin kurulmasi,
uygulanmasi ve sirekliliginin saglanmasi amaciyla bir yonetim
mekanizmasi isletmekle ve ayrica yonetimi tarafindan onaylanmig
bir BGYS politkasi tanimlamak, dokimante etmek, tiim
caliganlarinin ve ilgili taraflarin s6z konusu politikaya iliskin
farkindaligini  saglamakla da yikimld tutulmaktadir. BGYS
politikasinin ihtiva etmesi gereken asgari unsurlar da Yénetmelik
tarafindan  tanimlanmaktadir.  Ayrica isletmecinin  BGYS
politikasina aykirt  ve lisansiz yazilim kullanimina izin
veremeyecegi de belirtiimektedir.

iii. Risk Degerlendirmesi: Tim igletmeciler bakimindan
ongortilen bir bagka temel ylkimlliik ise, risk degerlendirme ve
islemedir. Yonetmelik hikimleri uyarinca, isletmecinin bilgi
guvenligine iliskin tehditlerin  tanimlanmasini, séz konusu
tehditlerin  gerceklesme olasiliklarini - ve olusturabilecekleri
olumsuz sonuglari niteleyen ve risklerin siniflandirmasini igerecek
sekilde yida en az bir defa risk degerlendirmesi yapmasi
gerekmektedir. Degerlendirme sonucunda tim riskler igin
Yénetmelik gercevesinde bir risk isleme karari alinmasi ve gerek
risk degerlendirme gerekse islemeye iliskin metotlarin dokiimante
edilmesi ve bunlara gére yapilan islemlerin kayit altina alinmasi
da gerekmektedir.

iv. Aboneye Yonelik Tedbirler: Temel yikimliliikler
kapsaminda getirilen diizenlemelerin bir kismini aboneye yonelik
tedbirler olusturmaktadir. Buna gére, isletmeci kendisine tahsisli
bir IP adresi kullanilarak sebekesine disaridan paket
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1800 mobile telephone service in aircrafts; f) internet service
providers; g) fixed telephone service; h) mobile virtual network
service; i) satellite communication service; j) satellite and cable tv
services (service contract).

ii. Data Security Management System: Foremost among the
basic requirements that all operators are required to fulfil is the
establishment of a data security management system (‘BGYS”) that
covers all services and critical systems within the scope of their
authorisation. BGYS stands for the totality of activities that are
systematic, rule-based, planned, manageable, sustainable,
documented and accepted by the management of the operator and
which takes the international security standards as their basis in
order to maintain the confidentiality, entirety and accessibility of
data. In order to establish, implement and maintain the BGYS the
operator is required to run a management mechanism and also
identify and document a BGYS policy that has been approved by its
management and raise awareness of the policy with all of its
employees and related parties. The Regulation also provides the
minimum requirements of the BGYS policy. Furthermore, it is stated
the operator shall not be allowed to permit the use of software that is
against its BGYS policy and unlicensed.

iii. Risk Assessment: Another obligation that has been bestowed
upon all operators is risk assessment and processing. According the
provisions of the Regulation, the operators are required to undertake
a risk assessment that describes the risks concerning data security,
the possibility of materialisation of such risks and the negative
impact that they may create and also includes a categorisation of the
risks at least once a year. Upon the completion of risk assessment a
risk processing decision for all risks as per the Regulation shall be
taken and methods utilitised for both risk assessment and
processing shall be documented and all acts undertaken in
accordance with them shall be recorded.

iv. Measures for Subscribers: Measures for subscribers also
constitute a part of the regulations introduced within the scope of
basic requirements. Accordingly, the operator is required to take the
necessary measures for prevention of packages being sent to its



gonderilmesini ve abonelerinin kendisine atanmamis bir IP adresi
kullanarak paket gdndermelerini engellemeye yonelik gerekli
onlemleri almakla yukimladdr. Ayrica, isletmecinin abonelerini
bilinglendirmek ve gerekli 6nlemlerin alinmasini - saglamak
amactyla zararli yazilimlar ve muhtemel siber tehditler gibi
tehlikeler bakimindan da onlari bilgilendirmesi gerekmektedir.

V. Kullanicilara iliskin Parola Yonetimi: Yénetmelik,
isletmecinin kritik sistemlerde kullanilan kullanici parolalari ile ilgili
olarak uygulayacadi hususlar siralamakla birlikte glvenlik
gereksinimlerinin karsilanmasi sartiyla kullanici parolalari yerine
biyometrik  dogrulama, akilll kart gibi sistemlerin de
kullanilabilecegini diizenlemektedir.

vi. Siber Saldinlara Yonelik Tedbirler: Sebeke ve bilgi
guvenliginin saglanmasina iliskin ilave yikumltliklerin baginda
siber saldirilara yonelik tedbirler gelmektedir. Yonetmelik uyarinca
isletmeciler, biinyelerinde Siber Olaylara Midahale Ekibi
(“SOME”) kurmakla ve ulusal siber glvenligin saglanmasina
iliskin Ulusal Siber Olaylara Midahale Merkezi'nin (*USOM”) ve
Bilgi Teknolojileri ve iletisim Kurumu biinyesinde kurulan sektérel
SOME’nin  koordinesinde ve belirledigi esaslar cergevesinde
gerekli tedbirleri almakla ylkimlidir. Bu gercevede,
isletmecilerin cesitli mekanizmalar kurmasi ve talep ediimesi
halinde siber saldirlara kargi koruma hizmeti sunmasi
gerekmektedir. Ayrica, USOM tarafindan bildirilen siber saldiri
kaynaginin kendi abonesi olmasi durumunda ilgili abonenin
bilgilendirilmesini, baska bir igletmecinin abonesi olmasi
durumunda ise gerekli dnlemlerin alinmasi igin ilgili isletmecinin
bilgilendirilmesini saglamalari 6ngérilmektedir.

Yukaridaki hususlarda daha ayrintili bilgi talep  etmeniz
durumunda, ofisimizle irtibata gecebileceginizi ve tarafiniza
yardimci olmaktan mutluluk duyacagimizi belirtmek isteriz.
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network from outside through an IP address that has been assigned
to it and packages being sent by the subscribers through an IP
address that has not been assigned to it. Also, the operator is
required to inform its subscribers on dangers such as malicious
software and potential cyber threats in order to raise awareness and
ensure that necessary measures are taken.

V. Password Management for Subscribers: In addition to
defining the matters that will be undertaken by the operator for the
user passwords, which are used in critical systems, the Regulation
also provides that systems such as biometric verification, smart cards
may be used instead of user passwords provided that security
requirements have been met.

Vi. Measures for Cyber Threats: Measures for cyber threats are
one of the primary additional liabilities introduced to ensure network
and data security. As per the Regulation, the operators are required to
establish a Cyber Incidents Intervention Team (“SOME”) within their
organisation and take the necessary measures within the scope of the
principles as defined by and with the coordination of the Centre for
Intervention to National Cyber Incidents (‘USOM”) and the sectoral
SOME, which is set up under the framework of the Information
Technology and Communication Authority. Within this framework, the
operators are required to set up various mechanisms and provide
protection service against cyber threats if and when requested. The
operators are also required to ensure that the subscriber is informed
in case the source of the cyber threat that has been notified by USOM
is their own subscriber or, if it is a subscriber of another operator, the
said operator is informed.

We would like to inform you that you may contact our office and
we shall be glad to provide assistance, in case you require further
information in relation to the matters above.
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